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ABSTRACT

Identifying and diagnosing anomalies in applicatlmehavior is
critical to delivering reliable application-leveégormance. In this
paper we introduce a strategy to detect anomaliésdiagnose
the possible reasons behind them. Our approacmdstehe
traditional window-based strategy by using sigmalepssing
techniques to filter out recurring, background fluations in
resource behavior. In addition, we have developetiagnosis
technique that uses standard monitoring data terihate which
related changes in behavior may cause anomalieseWliate
our anomaly detection and diagnosis technique Ipyyaqy it in
three contexts when we insert anomalies into thstegy at
random intervals. The experimental results show dioa strategy
detects up to 96% of anomalies while reducing tisef positive
rate by up to 90% compared to the traditional wimdaverage
strategy. In addition, our strategy can diagnoseréason for the
anomaly approximately 75% of the time.

1. INTRODUCTION

Troubleshooting distributed Grids is a growing aofaconcern.
Collaborations are increasing in size, with manyenesources
available for use and few ways to track or everdefailures or
performance faults. Anomalous behavior of applaradi occurs
frequently, but current techniques can be erron@rand result in
high false positive rates. One common cause is igisdde

periodic background behavior: shared network lihkse a daily
pattern in that they are usually busier duringdbagtime [4], the

number of jobs has a 24-hour pattern of many daytim

submissions and then nightly draining of the que[83s and
periodic system administration tasks can have {fiynained, even
hourly, occurrences.
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The performance degradation caused by the perigsiource
usage patterns can be predicted but is, in genamaloidable if
the resource is to be used. Hence, we see two kihdsomalies
in the systemirue anomalieswhich are caused by a failure or
unexpected event, angeriodic anomalieswhich for the most
part should not be considered anomalous as thepateof the
normal system behavior. Only true anomalies shcaldse alert
flags and be diagnosed.

Periodic behavior may differ widely, even on resmsr with

similar capabilities, so any approach should beuse- and
period-agnostic for wide applicability. For exampleigure 1

shows the CPU load collected on a machine in tlend?lab

testbed for one week with a daily periodic usagtepa likely

caused by the working schedule of the people shatims

machine. In contrast, Figure 2 shows the CPU loacetfrom a
shared Linux machine at the University of Chicagthva usage
pattern with a period of about 30 minutes, likedyised by system
maintenance tasks.

The periodic resource behaviors will cause vaneion the
performance of applications running on these resmjrwhich in
turn may cause a large number of false positivesmdietecting
anomalies. To address this situation, we proposeva strategy
that uses signal-processing techniques to take aloperiodic
behavior into account, which greatly reduces thenlmer of false
positives. We extend the traditional window averbgsed
anomaly detection approach (Section 2). Insteaanafyzing the
raw performance data collected, we automaticalteateandfilter
out the periodic patterns existing in the resourcéoperance data
(Section 2.1). By analyzing the processed resoperéormance
data, our strategy catetect and diagnosapplication anomalous
behaviors (Section 2.2). We evaluate the effecéssnof our
approach by applying it to three Grid applicati¢®ection 3). Our
results demonstrate that our strategy is abldetect up to 96%
percent of the anomalies in a system with a msrolaller false
positiverate than standard statistical approaches.
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Figure 1: Daily periodic usage pattern of CPU loacbbserved
on a week-long trace for righthand.eecs.harvard.eduData
was measured every 30 seconds.
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Figure 2: Typical two-hour CPU load trace from a Linux
machine at the University of Chicago, vatos.cs.uotago.edu,
that shows a half-hour periodic variations. Data wa
measured every 30 seconds for two weeks during each
monitoring period.

The main contributions of this paper are threefold:

1) A resource and period-agnostic approach tarifiigeout

periodic behavior from trace data to better detect

anomalies.

2) Adiagnostic technique that is also resourceptdent
and is more than 75% effective in determining these
of anomalies.

3) Extensive experimentation showing these apprmch
are significantly better at detecting anomaliemtlize
standard approach for CPU, memory-based,
network anomalies
environments.

2. ANOMALY
DIAGNOSIS

Window averaging is the most commonly used stadsinomaly
detection method because of its simplicity andcificy. It has
been used to detect unexpected slowdown in theofatéde-area
file transfers [10], degradation in the throughpditdistributed
applications [3], and aberrant behaviors in netwtdfic [5].

This method maintains a moving window average acribe
performance data of interest as the baseline tpaognagainst. If

DECTION AND

and
in both simulated and actual

the current data is higher than the window averagesome
threshold value, it is tagged as an anomaly, andlam is sent.
To achieve more stable results, one can modify dproach to
send an alarm only after a minimum number of coutbes
violations of the threshold [22].

We extend the use of the window average-based mheliyo
filtering the data using Fourier transforms to capt normal
periodic behavior. We also add a diagnostic phagke standard
approach to understand the possible cause of thraan.

2.1 Filtering resource usage pattern using
Fourier transform

Fourier transform-based spectral analysis is arahtthoice for
filtering periodic resource usage patterns becafises dominant
capability in frequency domain analysis. Every ssue of
performance measurements, called s@nal in the signal-
processing field, can be expressed in botim@ domainand a
frequency domain representation [23]. The time domain
representation shows the amplitude of the measursmat
successive time points, or how a signal changes tive. With
only a time domain representation, however, it ifficdlt to
answer questions about frequency behavior, suctDass the
data include any periodic signals?” and “What is flrequency
and amplitude if there are any?” To answer thesstipns, we
need to use the frequency domain representatiothenfsignal,
which shows how much of the signal’'s energy is @mésd as a
function of frequency. We can transform betweens¢héime
domain and frequency domain representations ofidite by using
Fourier transform and inverse Fourier transform.

Resource performance measurements are represented fime
domain. To identify periodic resource usage pastewe Fourier
transform the data to the frequency domain. Aftentifying and
filtering out the periodic resource usage pattémthe data, we
inverse Fourier transform the data back to the tidegnain
representation. A similar approach has been usedietect
periodic components in electrical signals [23] grttbtographs
[12]. We remove all strong periodic signals by isettthe
amplitude of the corresponding periodic frequenayzéro and
then transform the resource performance data badké time
domain representation by applying an inverse Fotrdasform to
the frequency domain representation. The greydime black line
in Figure 3 show a before-and-after view of thisgess.
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Figure 3: Raw CPU load and the CPU load after the gttern-
filtering process.

The advantage of the Fourier transform methodtastmique for
identifying and removing periodic usage patternsré@source



performance data is that we do not need to knowtlvenea
periodic signal exists or what its frequency, atople, or shape
is. The flexibility of the Fourier transform in dewy with periodic
signals makes it possible to identify various pdiGousage
patterns in resource performance data automaticalhd
dynamically.

2.2 Detection and diagnosis

We now introduce how to extend the traditional vandaverage
method in order to efficiently detect and diagn@®malous
application behaviors.

In our previous work [27], we proposed a statistitzta reduction
strategy for selecting related system metrics. Jiall subset of
system metrics selected has been shown sufficienapture the
application behavior, thus reducing the data volutoe be

analyzed for anomaly detection and diagnosis. @ata reduction
strategy also builds a model between the applicgt&rformance
metric and selected system metrics, as follows:

Y=bog+b1x1+boXxo+...bn X, Formula 1

where Y is the application performance metric(ix1...n) are
system metrics that describe resource performanu are
selected by the data reduction strategy, lan¢=0...n) are a set
of parameters obtained during the process of dathction
(please refer to [27] for the details of the modé&jven this
model, the parameters (the value oftal), and measurements of
system metrics (the value of alkx we can obtain an estimated
application performance value(Y).

Using this model, we extend the traditional windewerage-
based algorithm as follows:

1. Calculate a moving window average of the appboa

performance data. This window average is used as th

baseline for the application performance.

2. Compare the application performance data witghviimdow
average. If the current application performanceumals
within a threshold value of the average, this vasusormal;
go to step 6. (Section 3.1.1 discusses settingptriameter.)

3. To define whether the value is either a periadiomaly or a
true anomaly, first filter out the periodic pattermsing
Fourier transform techniques (Section 2.1). Thdoutate an
application performance value using Formula 1 wiitle
filtered resource performance data. This value he t
estimated application performance without the ierfice of
the periodic resource usage patterns, which we tefas the
estimated application performance.

4. Compare the estimated application performandeeveith
the window average. If the difference is more thhae
threshold value, this is an anomaly, so continustép 5 for
further diagnosis. Otherwise, the variation in thginal
application performance data is caused by periceBource
usage patterns, so this is not an anomaly. Wedbeo step
6 to exam the next application performance value.

5. Calculate the window average for each systemienetnd

use this window average as the baseline for resourc

behavior. When a real application anomaly is detéatheck
whether there is a large variation in the resoperdormance
by comparing the current resource performance wataits

window average baseline for each system metridoag for
the application performance. If there is a larggfqggmance
variation during the same time period, the resounesy be
one of the causes of the anomalous applicationvi@ha

6. Check the data at the next time point, and wptha moving
window average of the application performance datd
resource performance data. Go back to step 2.

3. EXPERIMENTAL RESULTS

To evaluate the validity of our anomaly detectiord aliagnosis
strategy, we applied it in three contexts: a Caapplication

running in a shared local area network environman&ridFTP

transferring data across a simulated wide area@mvient, and a
Sweep3d application running in a simulated wide aare
environment. We tested our methods to see whetiesr were
able to detect anomalies that we introduced delieér. In

keeping with accepted practice [17, 29], we viewteghnique as
effective if it can detect most of the anomalie®enthan 90% in
our experiments) and significantly reduce the fafsmsitives
caused by periodic patterns of the resources.

3.1 Parameters
3.1.1 Window Average Threshold Value

If the difference between the performance data thedwindow

average is more than the threshold value, a pateatiomaly
exists in steps 2 and 4 of our algorithm. Differapiplications
may have different needs when defining what shaeolght as an
anomaly, which in turn will affect the setting dfet threshold
value. For our experiments, we set the thresholdevéo two

standard deviations of the average applicationopeince value.
If the data is a normal distribution, a range axbtime mean plus
or minus two standard deviations captures appraein®5% of

the values, so a value outside this threshold hisa5% chance
of being normal behavior.

3.1.2 Window Size and Data Reduction Parameter

The two additional parameters that influence ouwonaaly

detection results are the window size and the himldsparameter
in the data reduction strategy, which determines hany system
metrics will be selected and analyzed in the angrdatection

and diagnosis process. We selected these two vajuasning a
set of experiments to search the space of feasilliges on a
training set of data collected by running the Cactpplication on
a shared cluster with 100 anomalies at random times

We evaluated the quality of our anomaly detectigpraach using
two criteria: the number of successful detectiddBl[, and the
number of false positives, FP. The parameter vahasachieved
the best anomaly detection results were selectedfudher
evaluation. We first examined the sensitivity ok tanomaly
detection strategy on a selection of window sia¥s. fixed the
threshold parameter of the data reduction strategml to 0.95, as
suggested by [27], and ran this strategy with cifié window
sizes. Figure 4 shows the comparison of detectesults with
different window sizes. When the window size is Emthe
calculated window average fluctuates widely, and stiategy
produces a higher number of false positives ancetduit rates.
As the window size increases, the number of falesitipes
decreases, and the hit rate increases. In thisiexg#, when the
window size is larger than 32, the results flattar, and our



strategy results in similar anomaly detection dqualivhen the
window size is equal to 128, our strategy achighedewest false
positives (53) and achieves a hit rate as hight&s. We selected
the window size equal to 128 for further evaluation
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Figure 4: Anomaly detection results for different window
sizes. The x-axis is in log scale, HIT is the numbef detected
anomalies (out of 100), and FP is the number of & positives.

We then examined the sensitivity of our anomalyedin

strategy to the data reduction threshold parambt¥er fixed the

window size at 128 and ran the anomaly detecticategfy with

different threshold parameters, between 0 and ihtetvals of

0.05, then calculated the number of hits and fassitives

achieved by our strategy for each value. The reart shown in
Figure 5. As the data reduction threshold increasese system
metrics are selected, and more information is ak#l to our
anomaly detection strategy, thus allowing the argrdatection

strategy to achieve a higher hit rate. Our anomrddyection

strategy achieves its highest hit rate (97%) whka tata
reduction threshold is equal to 0.90. The numbédalsgé positives
also increases when more system metrics are used]attens

quickly after the threshold value is larger thaB. @e selected a
threshold value of 0.90 for further evaluation hessaour strategy
achieves the highest hit rate (97%) and producesfaige

positives, significantly less than the 676 produceyd the

traditional window average method on the same data.

80 -

HIT

o i N ™ < [Te) © N~ [ce) 2]
O © o ©o o ©o ©o o o
¢—HIT|  Threshold parameter of data reduction strategy
——FP

Figure 5: Anomaly detection with different data reduction
threshold parameter for a window size of 128.

From these two experiments, we see that for botanpeters, the
detection result of our strategy fluctuates whea parameter
values are small but flattens quickly after the tparameters
reach certain values (32 for window size and 0.8 data
reduction parameter in our experiment) and stasliafterwards.
We conclude that the values of these two parameteFsnot
sensitive to our anomaly detection strategy as Emgmall values
are avoided. Although we determine these parametsrgy the
Cactus data, we used the same values for otheicafiph data in
the following experiments. It would be possible ttme these
parameters for each data set, and doing so mightowa the
performance of the anomaly detection algorithm, ibutvould

greatly increase the overhead.

3.2 Cactus

We first tested our strategy on the Cactus apicatinning in a
cluster environment. Cactus [2] is a simulatior&D scalar field
produced by two orbiting astrophysical sourcessTdpplication
decomposes the 3D scalar field over processorspsammes an
overlap region on each processor. We defined Capetrtfermance
as the elapsed time per iteration.

3.2.1 Experimental Methodology

We ran Cactus on four shared Linux machines atttieersity of

Chicago and collected measurements of system metalected
by the data reduction strategy [27] and applicapenformance
measurements every 30 seconds. We collected ftaioE€actus
data, each 2 weeks long. The first data set is asdthining data
to determine parameters in our strategy (Secti@r2B.The other
three data sets are used for verification purpogés.knew a
priori that the resources experienced periodicatiams, as shown
in Figure 2.

For each of the four data sets, we manually indert€0
anomalies during the execution of Cactus applicakigp running
resource consumption tools on the four machinearatom times.
The resource consumption tools were three simpigrpms that

consume a given amount of CPU, memory, or bandwidth

Specifically, the CPU consumption tool ran sevemhputation-
intensive processes to compete for CPU time wighagbplication.
On a round-robin scheduled system (like a Linuxesys, if the
resource consumption tool runs N1Q in our experiment)
processes, the application will get only 1/(N+1yceet CPU
time; the other N/(N+1) percent of CPU time is ussdthe N

computation-intensive processes. The memory congomgool

ran a process that allocated a set amount of mespage. The
network consumption tool started multiple data sfars using the
Linux scp command to transfer a large file to arottomputer to
decrease the bandwidth available to our focus cagibin.

3.2.2 Detection

We applied our strategy to three sets of Cactus. dat show the
effectiveness of our strategy, we compare our restlifvindow
average method (Modified) to the traditional wind@wverage
method (Traditional) using two metrics: the numb&anomalies
successfully detected and the number of falseipesitAs shown
in Table 1, the traditional window average methoatpiced about
600 false positives. Among them, about 90% are ezhixy the
half-hour periodic variations in the resources @eniance. Our
strategy, which considered the periodic resourcgeispattern,
can distinguish between true anomalies and periad@malies
and eliminated between 84% and 91% of the falsdtipes



produced by the traditional window average methahile still
identifying between 93% and 96% of the injectedraalies.

Table 1: Anomaly detection results on Cactus data.

Data Traditional Modified

Set # of Hits | # of FP$ # of Hits |# of FP3
Cactus Data 1 99 588 96 63
Cactus_Data 2 99 633 93 59
Cactus_Data 3 98 551 94 89

Our strategy extends the traditional window averagghod by
filtering the periodic resource usage pattern fasource
performance data. However, some anomalous vargtionthe

resource performance measurement may contain cangowith

frequencies similar to the frequencies of periqafitterns. These
are also removed by mistake when we try to filteriqgdic

patterns. Thus, these anomalies are weakened amibtcke

detected by our strategy, resulting in a slightlywér hit rate than
that of the traditional window method.

3.2.3 Diagnosis

To simplify the diagnosis process, we classifie@ thystem
metrics that describe resource performance inteetltategories,
CPU related, memory related, and network relateth svtotal of
12 possible causes across the four machines. Becthes
anomalies are introduced at random times, some aliesrmay
happen simultaneously or consecutively. Since owategy
detects the start and end of an anomaly by checkingther
application performance exceeds the window avelagesome
threshold value, if multiple anomalies overlap iime, only one
alarm will be sent, but all possible reasons wéllrbported.

Table 2 shows the results of our analysis. For \edatected

anomaly, our strategy uses the system metricstedléy the data
reduction strategy to give a diagnosis analysisrapdrt possible
reasons. We verify the diagnosis results by compgdtie reasons
reported (CPU related, memory related, or netwet&ted) with

the type of anomaly inserted. These results shaty #tmong the
93 to 96 anomalies detected on three data setsstmiegy was
able to report the reasons for 82 to 87 anomatiectly.

Table 2: Anomaly diagnosis results on Cactus data.

Data # of Anomalies# of Anomalies

Set Detected Diagnosed Correctly
Cactus_Data 1 96 87
Cactus_Data 2 93 84
Cactus_Data 3 94 82

3.3 GridFTP data transfer

We test the capability of our strategy to detectwoeking
anomalies using the Globus GridFTP data transfel tmn
Emulab.

3.3.1 Experimental Methodology

To have a better understanding about the perforenaricour
method on network anomalies, we need to controirttireduction
of anomalies and network topology during the experit.
Therefore, we ran GridFTP on the Emulab [1, 25ped. Emulab
is an integrated experimental environment for iisted systems

and networks. It provides a time-and space-shafatiopm for
research and development by leveraging nodes #didctiom
resource pool and temporarily dedicated to indigldusers for
emulation. Researchers access these resourcesebifysy a
virtual topology. Users can modify the shape ofttlaffic of each
link by changing the bandwidth, delay, and packets rate
between any two nodes in the topology dynamically.
]

GridFp Client

Figure 6: Emulated network topology in Emulab testled.

We constructed a virtual topology in Emulab as shawFigure

6. In this emulated distributed environment, maekiin a LAN

are connected with each other by 100 Mb/S Ethefliiety access
the Internet through a gateway, denoted as NodeoC
convenience. A GridFTP server, denoted as Node Actessible
by the gateway via s 30 Mb/s network. For compiexite added
a router, denoted as Node B, in the path from theFGP server
to the gateway. If a client machine, denoted aseNDd in the

LAN requests to transfer data from the GridFTP eserthe data
needs to pass three links. It is first sent from@tidFTP server to
the router, via the link AB. The router then traitsnthe data to
the gateway, via link BC. Finally, the data arrivasthe client
machine, via the link CD.

—

We ran GridFTP in this emulated distributed netwaikd

collected system metrics selected by our data tedustrategy

and the GridFTP performance metric once every 3fbreis.

Although there are four nodes on the path of datmsfer,

normally users will not (or are not allowed to) mnonitors on the
router and gateway. So we collect resource perfocmalata only
on the GridFTP server and client machines and theg p
measurements from the client and server node ter atitree

nodes, respectively. The performance metric for @aFTP

transfer is the data transfer rate, in megabitspeond.

We collected three sets of GridFTP data. Each sletas about
two weeks long. For each data set, we inserted ériimalies
across the three links in the path between thetdli@chine to the
GridFTP server during the GridFTP data transfeclgnging the
traffic shaping parameters of each link in a randwder. Emulab
emulates the change of network traffic by a contretwork,

which is invisible to applications, enforcing delayd bandwidth
limitation of a network link. We introduced the analies into

network links by changing the network configuratiam the

simulated network environment. For each anomalydeereased
the bandwidth to a value less than 10% of its ndbivalue or
increased the delay (or loss ratio) by 5 to 10 siroé original

value to cause significant performance slowdowth& GridFTP
transfer rate.

We also tried inserting CPU and memory anomaliesGiadFTP
on Emulab testbed by introducing high CPU and megntoad
using the resource consumption tools as we did Gactus



application. However, the results show that every Yigh CPU
load and memory load (e.g., CPU load increasesooénihan 100
times) have no effect on the performance of GridFOmnhe
possible reason is that the GridFTP is implemesefédiently: it

can scale to 1500 concurrent connections or moreasdwidth is
the only bottleneck.

3.3.2 Detection

To show the effectiveness of our strategy, we applour
modified window average method (Modified) and theditional

window average method (Traditional) to the threls s€ GridFTP
data and compared the results of these two stestegi we did for
Cactus application. We used the same two metriasety, the
number of hits and number of false positives, tal@ate the two
strategies. Because Emulab emulates the networklagyp by

allocating physical nodes temporally dedicated tgser, there is
no usage pattern caused by resource sharing ardpeystem
maintenance jobs in these resources. Hence, thdtidrel

window average method produces only several falssitipes

caused by noise. Our strategy reduces the numbefalsé

positives to 2 to 7 and can still detect more tB@nanomalies
successfully, as shown in Table 3.

Table 3: Anomaly detection results on GridFTP data.

Data Traditional Modified

Set # of Hits | #of FPY # of Hits # of FBs
GridFTP_Data 1 99 5 92 2
GridFTP_Data 2 97 9 95 7
GridFTP_Data 3 100 6 90 4

From this result, we can see that our method isanafficient as
the traditional method for detecting anomalies wiiggre is no
periodic usage pattern in the resource performanien
preprocessing the resource performance measurenvemtiied
to remove the periodic patterns from the originalfgrmance
data. Although doing so helps remove false postivaused by
periodic patterns, it possibly incorrectly treatsvary small
fraction of anomalies as false positives. On achedivorks we
would expect to see various periodoc behaviorspuworesults
would likely improve.

3.3.3 Diagnosis

The anomalous network behaviors in the Emulab ¢elstare
emulated network environment. Although applicatiounsning on
the emulated network can “sense” anomalous netweHaviors,
these anomalous system behaviors are not realbcted in the
low-level system metrics. To diagnose anomalouswaorkt
behaviors, we used an application-level commanag,pito
measure network behaviors. We show an exampleguré&i7.

Qliert
Node D

Router =
Node B Gate ey
Node C
Figure 7: Network path from GridFTP server to client

machine.

There is a delay increment in the link A-B, shovenaacrooked
line. Using ping measurements, we can determines thi
phenomenon because we will see a performance hih@ming
tests A_B, A-C, A-D and D-A, but not on D-B and D@ Table

4 we show the relation between network links anahgpi
measurements between nodes. The table shows thaanfo
anomalous link combination, except the last two, w&n
determine what is affected simply by using pings.

Table 4: Anomalous links and corresponding anomalosiping
measurements

Anomalous Links Anomalous Ping Measurements

Link AB AtoB, AtoC, AtoD, Dto A
Link BC AtoC, AtoD, Dto A, Dto B
Link CD AtoD, DtoA, DtoB, DtoC

Link AB and Link BC|Ato B, AtoC,AtoD,Dto A,Dto B
Link BD and link CD | AtoC,AtoD,DtoA,DtoBDto C

Link AB and Link CD|Ato B, AtoC,AtoD,Dto A, Dto E
DtoC

Link AB, Link BD,|AtoB, AtoC,AtoD,Dto A, DtoE
Link CD DtoC

The experimental results of our detection algorittum the
GridFTP data are shown in Table 5. For the 92 tm®8malies
detected, our strategy finds the problematic lifiks 73 to 81
anomalies correctly. Remember we diagnose the gifgn
anomalies by relating the resource anomalous betwato the
anomalous application behaviors. As discussed &1i®e 3.3.2,
the signal-processing techniques will remove soresource
anomalies information incorrectly as noise or pdidousage
pattern. Moreover, some resource anomalous behasimrot be
detected. Thus we cannot find the proper reasonms thie
anomalous application behavior.

Table 5: Anomaly diagnosis results on GridFTP data.

Data # of Anomalies | # of Anomalies
SSet Detected Diagnosed
GridFTP_Data 1 92 73
GridFTP_Data 2 95 81
GridFTP_Data 3 90 74
3.4 Sweep3d

We used Sweep3d [16] to validate our strategy fiplieations
running in Grid environment. Sweep3D is a 3D disc@dinates
neutron transport application that runs on multipl®cessors
using domain decomposition and MPI message pasdihg.
performance metric is the elapsed time per itematidhe
execution of Sweep3d includes both network comnatitns and
computation. With varying problem size, the
computation//communication ratio will change, se #pplication
shifts from network-bound to CPU-bound.

3.4.1 Experimental Methodology

To have a better understanding about the relatipnsbtween
different resource periodic patterns, applicatiehdwviors, and
their effects on anomaly detection and diagnosésram Sweep3d



on a simulated Grid environment using Emulab totrmdnthe
introduction of resource periodic patterns and aal@s.

“Ethernet
100Mb/s

computer

NodeA Node C

Figure 8: Emulated network topology in Emulab testled for
Sweep3d application.

We constructed a distributed virtual WAN environtmienEmulab
testbed, shown in Figure 8. In this emulated disted
environment, Sweep3d runs on four
domains. Machines from different domains commueicaa 30
Mb/s network links. Machines C and D belong to tame
domain and are connected via 100 Mb/S Ethernet.udéée the
one-dimensional decomposition to partition the Jmak of
Sweep3d application. Therefore, communication happa three
network links in this experiment: the link betwemachine A and
B, the link between machine B and C, and the ligkween
machine C and D.

For this experiment, we also emulated various pigi€PU load
patterns for machines from different domains byning some
CPU-intensive programs on these machines. Machinieag\ a
daily periodic CPU load pattern, with amplitude ebuo 5;

machine B has a two-hourly periodic CPU load pattevith

amplitude equal to 3. There are no periodic pasterm machines
C and D.

We ran Sweep3d in this emulated distributed envivem and
collected resource performance data selected by data
reduction strategy and the Sweep3d elapsed iterditioe every
30 seconds. We collected resource performance atatl four
computing machines and ping measurements from pathof
machines. To show how our anomaly detection styatagks on
different application settings, we also varied fhieblem size of
the Sweep3d application to change
computation/communication ratio and thus show diffe
application behavior.

We chose three problem sizes to change the conputand
communication ratio of the Sweep3d application. Whhae
problem size is small, the computation/communicatiatio is
small. The communication is the application perfance
bottleneck, and periodic CPU usage patterns do haote a
significant influence on the performance of the &pad
application. When the problem size increases, ses dthe
computation /communication ratio. We collected ¢hisets of
Sweep3d data. Each data set includes performanaefatathree
problem sizes for 9 days, with each problem sizening for
about 3 days.

For each data set, we inserted 100 anomalies auio ef the three
communication links by changing the traffic shappayameters

machines fromeethr

its

of each link in a random order. The performance dat the three
problem sizes includes 33, 33, and 34 anomaliepergively. We
also tried introducing high memory load by usingsowrce
consumption tools as we had done for the Cactubcagipn, but
this did not affect the performance of the SweepBglication
because it is not memory bound for any problemsiz¢ested.

3.5 Detection

To show the effectiveness of our strategy, we caethaour
modified window average method (Modified) to thaditional
window average method (Traditional) for the threetssof
Sweep3d data using the same two metrics, humbéitefand
number of false positives. The experimental resaflesshown in
Table 6.

Table 6: Anomaly detection results for Sweep3d data

Traditional Modified
Problem Data # of Hits | # of FP## of Hits # of FP§
Size Set
Small |Sweep3d Datafl 33 1 31 0
Sweep3d Dataz 33 4 29 3
Sweep3d Datap 32 3 32 3
Medium| Sweep3d Datall 33 9 32 5
Sweep3d Dataf? 33 8 31 4
Sweep3d Data|3 33 10 31 7
Large |Sweep3d Datafl 32 43 30 6
Sweep3d Datap 32 54 29 9
Sweep3d Data|3 33 52 32 19

For the small problem size, there is no statistidiference
between the two approaches, likely because thegbagkd CPU
periodic behavior does not have a significant imfice on the
application performance, so there are few falsétipes to weed
out. For the medium problem size, the traditionmldew average
method produces several more false positives dutheodaily
periodic resource usage pattern. The Modified aggraeduces
about half of the false positives and misses Hhiefd9 anomalies,
while the Traditional approach finds all of thengwever, the
Modified approach has a 40% reduced false positite For the
large problem size, the Traditional method produabsut 50
false positives. Among them, approximately 90% eaased by
the daily and 2 hourly periodic resource usageepast The
Modified approach again misses some of the anomalis time
8 of 99, but has a significantly smaller false figsirate (as much
as 7 times smaller) than that of the Traditiongdrapch.

3.5.1 Diagnosis

Since the only anomalies of interest in this setexperiments
were the result of network perturbations, we usegs lof ping
measurements in our diagnosis step to determinemwiétwork
link was affected, as shown in Table 7. The expenital results
show that, for the mixed Sweep3d application beidrayiour
strategy diagnosed 85 to 89 anomalies on threeo$edsveep3d
data, respectively.



Table 7: Diagnosis results on Sweep3d data.

ProblemData # of Anomaliesi# of Anomalie
Size Set Detected Diagnosed
Small |Sweep3d Data|l 31 30

Sweep3d Data|2 29 28
Sweep3d Dataj 32 31
Medium|Sweep3d Data|l 32 31
Sweep3d Data|2 31 28
Sweep3d Data|3 31 27

Large |Sweep3d Data|l 30 28
Sweep3d Data|2 29 29
Sweep3d Data|3 32 31

4. RELATED WORK

Anomaly detection and diagnosis have been studiielyvin
many areas, including chemical processes managef@erit4,
30], materials control [26], mechanical fault déime [11, 19],
and medical diagnosis [18]. In computer sciencegrethis
significant previous work for resource-level anoyndktection,
especially network congestion detection [13, 24id @omputer
security management [7, 17, 20].

Anomaly detection and diagnosis in application-lgpsrformance
often involve monitoring and analyzing the applicat or
resource performance data and deducing
application behaviors. Allen et al. [3] detect peniance contract
violations using a window average-based methocerekecution
time of an application. Zhang et al. [29] show htavdetect
compliance with service-level objectives in a dymam
environment by managing an ensemble of Bayesiamwanmkt
models. Kelly [15] proposes using queuing theorgeshations
together with standard optimization methods to dyiatcurate
performance models to distinguish performance $afuim mere
overload. However, none of these approaches cassitle
influence of periodic resource usage patterns oplicgtion
behavior.

Other anomaly detection work has considered peariogsource
usage patterns but in a less flexible way. Bur§@pproposes a
memory-economic algorithm for detecting resourcenaalies in

event streams with either Poisson or long-tailet/ar processes
using a pseudo-periodic function to address pecigdriations in
the performance data. Roughan et al. [21] presesitnale and
robust method that integrates routing and traffitadstreams to
detect forwarding anomalies using a number of n®der

anomaly detection, depending on the propertieshef data in
question. Both of these approaches require knowledgput the
frequencies of the periodic patterns, if any, vatfimited set of
choices (generally only daily or weekly) and thefest different
models, formulas, or parameter values in the pspoésnomaly
detection, instead of having a general approacth as we do.

Zhang et al.[28] proposed using wavelet transfotmsdetect
disease outhreaks (anomalies in this case) tor fdeasonal
periodicity before detection. However, the wavdlased filtering
method requires knowledge about the approximatgeraf the
period and is has a coarser granularity than thei€otransform-
based method, which makes it inefficient when deglivith
periodic signals whose frequencies do not fit thedptermined
granularity of the wavelet decomposition well. Gtrategy, using

the anomalou

a Fourier-based method to filter periodic signal the
performance data, is much more flexible and efficievhen
dealing periodic signals with any frequencies arekds no
knowledge of the periodicity a priori.

5. SUMMARY AND FUTURE WORK

Periodic variations in resource performance is rabrrand

inevitable and can cause a high false positive waten doing

anomaly detection with standard approaches. In paiser we
present an approach to anomaly detection and dségstrategy
that extends traditional methods by using signabcessing
techniques to filter out periodic resource variafioegardless of
the type of resource or period. In addition, wealep a diagnosis
technique to determine which resource is the prigbeduse of an
anomaly.

Independent of the periodic resource usage patteppdications,
and network configurations, our experimental resshow that
our strategy detects up to 96% of anomalies whatiucing the
false positive rate up to 90% when compared totthaditional

window average strategy. In addition, our strategy diagnose
about 70% to 90% of reasons correctly.

Our anomaly detection and diagnosis strategy usesndow
average-based method to detect anomalies. We @stndy other
anomaly detection methods such as artificial newetivorks
methods and hidden Markov model methods, and cambem
with window-based methods. We argue that our idda
considering periodical usage patterns when detgapplication
anomalies is also applicable to these methods. ethdehe
techniques that we have described here can be asec
complement to these advanced anomaly detectiomitpobs to
de-noise and filter periodically usage patternsoteefwe apply
these anomaly detection methods on resource peafarendata.
In this way, we could reduce the false alarms dalsenoise and
by periodical resource usage patterns.
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